Identity Management for eGovernment

Braunschweig increases the efficiency
of its administrative processes
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Automating routine tasks

The City of Braunschweig is using Identity Management from Siemens to keep
its Web-based citizen information system up-to-date. And with the latest
version of this solution, Braunschweig is also providing greater security for
sensitive information and enabling better data quality.

The City of Braunschweig
and the challenge

Braunschweig is a prosperous city. Largely
unnoticed by the German public, Lower
Saxony's second-largest city (with a popu-
lation of about 240,000) has established
itself as a site for top-flight international
research. The 15 leading research institu-
tions in the city include the Institute for
eBusiness of Braunschweig/Wolfenbuttel
University of Applied Science, one of
Germany's national competence centers
for eGovernment.

The Braunschweig city administration is
also playing a pioneering role in this
sector. "A major step down the road to
eGovernment is our knowledge database
in the Internet,” says Dr. Jirgen Willner,
Head of Information and Communication
Technology in the city administration. The
city’s services and organizational units are
presented in about 650 entries at
www.braunschweig.de/waswowie

Each entry collates all the information of
importance for a particular service, such as
what documents are required for an appli-
cation, the costs, application deadlines,
opening hours of the responsible
department and the contact persons.

The goal is to give the residents of the city
online access to the most important
information — quickly, comprehensively
and around-the-clock — and thus to help
them avoid unnecessary visits to public
offices.

To make certain that this “Guide Through
the Maze of Bureaucracy,” as it is called, is
always up-to-date, all information on em-
ployees, phone numbers, e-mail addresses
and street addresses of offices is not in-
corporated manually, but imported auto-
matically from an array of databases.

A metadirectory acts as a clearing house,
collecting data from the different sources
—e.g. a human resources database, the
user management system for phone
systems and the PC network or building
management system — before consoli-
dating it and making it available again to
every connected application in real time.

The Solution:
A consistent directory

“Changes are entered just once and then
automatically replicated in all connected
directories,” explains Sven Rethmann,
head of Braunschweig's IT hotline and
administrator of the metadirectory solu-
tion. That means that the individual de-
partments no longer need to worry about
the availability of information relevant
throughout the organization, but only that
of the data relating to them. The meta-
directory leaves the data where it is gene-
rated and belongs. And yet, with the help
of synchronization and replication tools,
there emerges a logically consistent,
globally available directory.


http://www.braunschweig.de/waswowie

If a city employee leaves and another per-
son fills the post, the information given on
the city’s Internet portal, in the electronic
phone directory or in the user manage-
ment system for workplace computers is
also updated as soon as the new entries
are made in the HR database. And given
that there are some 3,800 employees,
2,600 networked PCs, 70 servers and
about 300 pieces of real estate, quite a
few changes are made every day. “750 to
1,000 change jobs a month,” is the figure
estimated by Rethmann's deputy Ralf
Romaker. The manual assignment of user
rights, creation of new phone numbers or
correction of addresses after a move
would take too long and tie up consider-
able staff capacity.

That is why the city began the search for a
solution for wide-scale automation of
these processes in 2003. “There were
many criteria that played a role in our
choice,” recalls Romaker. For example, the
solution had to support the query standard
LDAP (Lightweight Directory Access Proto-
col) and the directory server standard
X.500.

Finally, after a thorough assessment of the
individual products, DirXcompact from
Siemens — the entry-solution at the time —
was selected. More and more applications
were integrated in the metadirectory in
several stages and the software updated.

By installing the latest version of DirX
Identity, Braunschweig is now taking a
giant leap forward, from a simple directory
service to identity management. This in-
volves the creation and maintenance of
identities, administration of authorizations
and policies, user and access management
and access control. The foundation for all
this is laid by defined responsibilities,
rules, policies and roles at the organiza-
tion. On this basis, users are assigned
global rights or bundles of permissions for
using applications and services. Identity
Management makes certain that these
permissions are granted, denied, revoked
and monitored dynamically.

The benefit:
Better quality of data

“If we want to handle our work with the
same number of employees — and our
strained budgets tell us we have no alter-
native — we have to automate routine
processes on a large scale,” says Dr. Jiirgen
Willner. That is why Braunschweig plans to
leverage the possibilities offered by DirX
Identity more strongly in the future. While
authorization for network access or a new
phone number used to be applied for in
writing and manually approved by super-
visors, this process is to be handled
electronically in the future.

“That will not only reduce our workload
and the time employees have to wait — it
can also be documented seamlessly,”
notes Sven Rethmann. That is important
when it comes to accessing sensitive infor-
mation, for example. The value of the bet-
ter quality of data is difficult to measure in
euros and cents. Still, the clear lesson
learned in Braunschweig is that the city's IT
department can now cope with far more
tasks of a more complex nature in a
shorter time and with the same number of
employees.



Siemens Enterprise Communications
GmbH & Co. KG is one of the world's
leading suppliers of Unified Communica-
tions technologies. The company's
unique Open Communications approach
to providing software, solutions and
services for enterprises of all sizes en-
ables business processes to be more
productive, faster and more secure — with
any device, network or information tech-
nology infrastructure. The company is a
wholly owned subsidiary of Siemens AG
with global headquarters in Munich.

With our Open Communications concept,
we offer our customers cutting-edge
solutions and services that are based on
open standards and integrate seamlessly
in their existing infrastructures and busi-
ness processes.

In doing so, we are continuing to pursue
our goal of realizing universal communi-
cations — across network and media
boundaries and with a uniform user expe-
rience. We deliver added value to our
customers by protecting their invest-
ments and enabling a phased implemen-
tation of our solutions that are tailored

to their needs.
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Siemens IT Solutions and Services — the
Siemens IT powerhouse — embodies the
comprehensive IT expertise of Siemens.
We pool the IT know-how gathered by
the company over the course of decades
in the area of software development,
services and solutions. We have no rivals
on the market in providing industry and
business process expertise from a single
source. In fiscal year 2007 Siemens IT
Solutions and Services employed some
43,000 people around the world and
generated sales of around € 5.4 billion.

The business unit Identity Management
and Biometrics provides products and
services for identity and access manage-
ment (IAM) and biometrics.

The Siemens DirX IAM suite helps cus-
tomers grant and control the right access
to the right people at the right time and
to withdraw the authorization for this
access when necessary — dynamically and
across a multitude of IT systems and het-
erogeneous platforms.

Siemens has more than 15 years of expe-
rience in developing Identity and Access
Management products and deploying
them in customer projects around the
world.

Customers in all sectors use the powerful
products of the DirX family to automate
their identity management processes and
to meet the steadily growing demands
related to governance and compliance.
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